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Social Media  Risk 

  
PREDICT. 
Understand the 
vulnerabilities, 
threats and impacts 

PLAN. 
Develop policies, 
processes, and 
procedures 

PERFORM. 
Implement viable 
solutions, training 
and testing 

Building a Comprehensive Program 



 Escalating Flow of Events 
 Insufficient  & Inaccurate Information 
 Intense Scrutiny 
 Loss of Command and Control 
 Surprise 
 How you respond can create a second 

crisis 
 

 



A crisis is not business as usual. 
            A crisis is business as unusual.  
 
 
How you answer the questions: 
  

“What should we do now?” & “What should we say now?”  
 
can have far reaching implications for your company.  
 
Often, these questions are complex and require far more than 
insurance claims or legal responses. 
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RECOVERY TIME OBJECTIVE & PRIORITIES 

PREACTION 
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RESPONSE & RECOVERY 

Identify 
Metrics & 

Stakeholders 

Restore 
Business 

Functions 

Restore IT &  
Physical 
Access 
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Return to 
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Support 

Crisis  PR 
Decision to 

Activate 

Move to Interim Site 

Stand Down 

Restore Infrastructure 

Crisis Communications 

CONSEQUENCE  
MANAGEMENT 

Monitor 
Simulation 
Test Exercise 

WHAT SHOULD WE DO NOW? 
WHAT SHOULD WE SAY? 

Message Maps 

Training 



INTERNAL RISKS  
Data Theft 
Employees 
Senior Leaders 
Policy Gaps 

 

EXTERNAL RISKS 
Hacking 
Brand Attack 
Brand Theft 
Competitors 

 

   



 









Became a trending 
topic on Twitter 
within 2 hours 
 
 



BRAND ADVOCATES 
 
BRAND DETRACTORS 



Brand advocates are consumers who 
support specific brands and use in-person 

and online conversations to share their 
opinions, recommendations and thoughts 
about a company’s products and services. 

 
BRAND ADVOCATES WILL COME TO 

YOUR RESCUE 



Brand detractors are - people who want to 
deny the brand’s credentials even when 

offered the chance to communicate with the 
brand.  

 
BRAND DETRACTORS WILL NOT COME 

TO YOUR RESCUE 









The company's crisis began when a customer's sibling published 
a Tumblr post with the kind of headline public-relations people 
have nightmares about: "My Sister Paid Progressive Insurance 
to Defend Her Killer In Court."  
 
"I've been sending out some impertinent tweets about Progressive 
Insurance lately, but I haven't explained how they pissed me off," 
Matt Fisher's post began.  
 
Fisher's sister Katie died in a car crash in June 2010 after another 
driver ran a red light. That driver's insurance company 
immediately settled with Katie's estate, according to Fisher's post, 
but because the driver was underinsured, Fisher's family looked to 
Progressive to make up the difference, in keeping with the terms 
of Katie's policy.  
 
 



Maryland doesn't allow private citizens to sue insurance 
companies for refusal to pay. So his family did the only thing they 
could, Fisher says: take the other driver to court to establish his 
negligence, and use that decision to force Progressive to honor its 
policy.  
 
That's when the other shoe dropped. "At the trial, the guy who 
killed my sister was defended by Progressive's legal team," Fisher 
wrote.  
 
"If you are insured by Progressive, and they owe you money, they 
will defend your killer in court in order to not pay you your policy." 
 
 













Penn State president 
Rodney Erickson 
 
"Penn State has general 
liability coverage like any 
similar institution. The 
university is adequately 
covered to handle 
lawsuits arising from the 
sexual abuse scandal that 
has rocked the country.” 
 
"In addition to that, we 
hope to be able to settle 
as many of these cases 
as quickly as possible.” 



Chardon, Ohio 









Superstorm Sandy 
More than 20 million tweets - 

between Saturday and 
Thursday 

 
 
 



“Melanie Pipkin, a spokesperson for the American Red Cross, 
said that Twitter and Facebook have allowed the organization to 

affect more people than it could in previous disasters.” 
 

(Image: FEMA) 
Quote: Huffington Post 









http://www.fema.gov/sandy 
 
•FEMA on Twitter 
•@FEMA 
•@FEMAespanol 
•@FEMAregion1 (CT, ME, MA, NH, RI, VT) 
•@FEMAregion2 (NJ, NY, PR, VI) 
•@FEMAregion3 (DC, DE, MD, PA, VA, WV) 
•FEMA on Facebook 
•FEMA's mobile website - m.fema.gov 
•FEMA's Smartphone app  

http://www.fema.gov/redirect?url=http://twitter.com/FEMA
http://www.fema.gov/redirect?url=http://twitter.com/FEMAespanol
http://www.fema.gov/redirect?url=http://twitter.com/FEMAregion1
http://www.fema.gov/redirect?url=http://twitter.com/FEMAregion2
http://www.fema.gov/redirect?url=http://twitter.com/FEMAregion3
http://www.fema.gov/redirect?url=http://www.facebook.com/fema
http://m.fema.gov/
http://m.fema.gov/
http://m.fema.gov/
http://m.fema.gov/
http://www.fema.gov/smartphone-app


“In case you’re bored during the storm, 
just Enter SANDYSALE at Checkout.” 



“We recognize that 
many employees are 
impacted by the 
transportation issues as 
well as a lack of power, 
and that some are even 
dealing with personal 
damage and health 
issues. In the event that 
you need to make the 
personal decision that 
you are unable to come 
to work, you will need 
to notify your supervisor 
and take a personal or 
vacation day to cover 
the time off.” 

“the letter fails to mention what would 
happen if employees didn't see the email 
due to the fact they didn't have power or 

Internet.” 





Major outlets including CNN and 
The Weather Channel had 
already reported the tweet as a 
fact.  





 Transparence:  150 mm bloggers– thousands of forensic 
accountants and social watchdogs watching your company. 
Don’t assume you can hide information. It will be found. 

 Crises Go Viral: Companies need plans in place to respond. 
No time to create AFTER something happens.  

 One Way Conversations Don’t Cut it:  Conversations need to 
go both ways.  

 Brand Detractors:  leverage Social Media. You need to as 
well. 

 Brand Fans: these people like you. They may infringe on your 
IP. Learn how to deal with it. 
 
 



 
And Employees About YOU 

More Than 75 % of Businesses Use Social Media. 
Nearly Half Do Not Have Social Networking Policies 

In addition, 43 % of the respondents have reported  
employee misuse of social networks. 

Source: Proskauer’s International Labor & Employment Group 



   



 Gazopt.  It is the act of having your reputation, 
your brand, your message, your identity, or a 
confidential communication co-opted by an 
unauthorized person or by one who is violating a 
confidence or trust.  

 It is no longer enough to think of social media as 
solely another medium to market your business.  

 In fact, the failure to monitor social media may 
mean the end of your firm.  

 Companies that have adopted social media 
without a clear monitoring plan are not truly 
using social media. 
 
 



• Discover the sentiment and opinions of people 
• Discover what people think of your brand or 

products 
• Identify emerging issues/ threats 
• Identify opportunities to develop message maps 
• Reinforce corporate messages  
• View the main influencers of your brand 
• View trends over days, weeks, months and years 
 
 



 The Firestorm CRISIS INDEX™ quantitatively and 
qualitatively rates crises on reach, context, 
and acceleration.  

 Understanding a developing crisis and its 
public perspectives becomes the foundation 
to optimize crisis outcomes.  

 The Firestorm CRISIS INDEX™ provides a 
uniform evaluation to compare crises and 
evaluate appropriate actions and 
communications needed.  



 The Firestorm CRISIS INDEX™ algorithm 
addresses quantitatively: 
• REACH - volume, tone, and source of 

communications 
• CONTEXT – significance, magnitude, and extent of 

impact 
• ACCELERATION – rate of change in volume  

 The Firestorm CRISIS INDEX™ will be released 
within the first hour, first day, and first week 
of selected crises 



What are the metrics to assure that your 
management team, would be ready? 

 
How do you know? Are you sure? 

DISRUPTION OR DISASTER? 
 

PREDICT. PLAN. PERFORM. ®  



Listen to what’s being said 
Evaluate who and why 
Engage as appropriate 
Understand Who’s Listening to You 
Monitor and Measure  

 

 
PREDICT. PLAN. PERFORM.® 
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