


Gazopted*?  - SOCIAL MEDIA RISK &  
CRISIS MANAGEMENT 

 
How Companies Prepare & Respond 



 *Gazopt From the Hungarian “Gáz”: awkward, 
miserable, problematic and the English Co-Opt: to 
commandeer, appropriate or take over.  

 
 Gazopting: It is the act of having your reputation, 

your brand, your message, your identity, or a 
confidential communication co-opted by an 
unauthorized person, or by one who is violating a 
confidence or trust.  
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PREDICT. PLAN. PERFORM.® 
 Identify & Involve 

 Critical Suppliers 

 Critical Functions  

 Critical Employees  

 What If Exercises 

 Establish How To: 

 Monitor 

 Communicate 
 
 
 

CONTROL CRITICAL SUPPLY CHAINS 

TRAIN EMPLOYEES FOR BOTH WORK & HOME  

IDENTIFY & MONITOR ALL THREATS & RISKS 

CONDUCT EXERCISES AND UPDATE PLAN  

DEVELOP CRISIS COMMUNICATIONS PLAN  



EVERYTHING  IS 
FORESEEABLE 

ANYONE MAY BE FOUND 
ACCOUNTABLE 



  

VIRGINIA TECH 
LESSONS LEARNED 

Virginia Tech was the definitive episode of 
Violence in the Workplace 







 Pastoral setting:   

 Physically-intact campus  

 Traumatized community 

 Media circus   

 324 Media outlets  

 140 Satellite trucks 

 $4 million by major network in first week 

 Message & Metrics 



Penn State facing difficult 
coaching transition amid 
scandal; more mail 
 
Ongoing 

How would you rate Penn State’s initial response? 

http://cdn1.sbnation.com/imported_assets/880764/443672551.jpg


 
And Employees About YOU 

More Than 75 % of Businesses Use Social Media. 
Nearly Half Do Not Have Social Networking Policies 

In addition, 43 % of the respondents have reported  
employee misuse of social networks. 

Source: Proskauer’s International Labor & Employment Group 





 ADVERTISING 
 Registered Principal Responsibility 
 Policy/Plan 
 Recordkeeping : 3-Year Document Retention 
 Trained 
 Signed Annually 
 Prior Approval 
 Co-Branding: ADOPTION - Responsible for 

Postings, Links, & Feeds 
 Entangled with Postings 
 Monitoring  
 Red Flags Triggers 



 Escalating Flow of Events 
 Insufficient  & Inaccurate Information 
 Intense Scrutiny 
 Loss of Command and Control 
 Surprise 
 

 



Almost 2/3 of companies that 
suffered a disaster experienced 
lost business 



Within the last year

Longer than 3 years since
the last disruption/crisis

Within the last 2 years

Within the last 6 months

57% 

14% 

14% 

14% 

How you respond may trigger a second crisis 



 What do you know? 
 Are you concerned? 
 If so, about what? 
 What is your plan? 
 What & how do you monitor? 



Credibility is paramount 

Silence = Guilt 

Jaded public, “anti-spin” 

Blog world changing style & expectations 

Message 

Media 

Monitoring 

Metrics 

 





What metrics do you have to assure that 
management team, would be ready? 

 
How do you know? Are you sure? 

DISRUPTION OR DISASTER? 
 

PREDICT. PLAN. PERFORM. ®  



Social Media  Risk 

  

PREDICT. 
Understand the 
vulnerabilities, 
threats and impacts 

PLAN. 
Develop policies, 
processes, and 
procedures 

PERFORM. 
Implement viable 
solutions, training 
and testing 

Building a Comprehensive Social Media Risk Program 



 Firestorm’s analysis framework is built upon  
• Industry-identified best practices 

• Industry standards 

• Firestorm’s work in successfully implementing sustainable and effective 
business continuity programs 

 The analysis applies a multi-dimensioned methodology: 
• Critical success factors  

• 4-Stage maturity model Social Media Assessment Tool 

• Industry specific challenges 

• Corporate role and responsibility matrix 

 

Assessment 
Review 

Interviews 
Best practices 
comparison 

Synthesis & 
validation 

Findings & 
Recommendations 


