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LETTER OF PROMULGATION
The Department of Security (DS) is the designated security program for the University of Central Florida (UCF) with the authority, through its Director, to implement UCF’s physical security on behalf of the jurisdiction. The DS’s authorities and responsibilities are established in, and executed in accordance with, applicable federal and state laws, Florida statutes, and University regulations and policies.
The Department of Security is responsible for managing the physical security systems of UCF campuses.
The Director of Security Management is responsible for developing, implementing, and managing institution-wide physical security best practice systems, plans, policies, and procedures. This position serves the university community by assisting campus administrators (senior leadership, staff and faculty) with matters involving physical security. The Director of Security Management is the designated contact, who will act as the university’s liaison to external vendors and partners in the area of security. 
For this document, the purpose of the UCF Video Camera Standards is to provide the framework for the management and appropriate use of the video management system. It clarifies responsibilities and procedures for accessing, using, and modifying any part of the UCF video cameras or video management system. 
This is a dynamic document that is ever-changing. A standard review process accompanied by rigorous testing and review, will ensure that these standards do not become another "manual on the shelf."
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These standards are maintained by the University of Central Florida’s Department of Security.  Any concerns or questions can be forwarded to:


Department of Security 
Email: DS@ucf.edu



Departments Responsible for this plan: 
· Department of Security

Supersedes:
· First edition (February 2018)

Pages:
· [bookmark: _GoBack]22

Notes:


[bookmark: _Toc38611421]Chapter 1: General
1.1. [bookmark: _Toc38611345][bookmark: _Toc38611422]Purpose


1.1.1. To ensure the protection of individuals, property, and privacy rights in accordance with the University’s core values and federal and state laws, this standard is adopted to formalize procedures for the handling, viewing, retention, dissemination, and destruction of recorded images. The purpose of this standard is to regulate the use of University video cameras and the video management system installed and operated in all UCF facilities and properties.
1.2. [bookmark: _Toc38611346][bookmark: _Toc38611423]Principles

1.1.2. UCF is committed to the use of reasonable measures to mitigate potential threats and improve solvability factors related to crime on our campus. A critical component that assists in this endeavor is the use of video cameras and other image capture tools.
1.1.3. UCF’s Department of Security reserves the right to place video cameras where necessary and appropriate. The Department of Security respects the right to privacy of the University community (Section 9.6).
1.1.4. Video cameras provide a visual deterrent to crime, assist with overall security measures, and increase the potential identification and apprehension of person(s) who violate University regulations or policies and/or commit criminal acts. Video cameras are not a guarantee of safety; however, they do serve as deterrents and can alert the UCF Police Department and Department of Security to potential danger. The primary use of video cameras is to record images for future identification of individuals and activity in the event of violations of law or University regulations or policies.
1.1.5. [bookmark: _Toc451428366]University video cameras are not monitored continuously under normal operating conditions, but may be monitored for legitimate safety and security purposes that include, but are not limited to, the following: life safety situations, high risk areas, restricted access areas/locations, in response to an alarm, special events, and active criminal activity.
1.1.6. UCF also utilizes video cameras to support education, research, health care, and the protection of critical infrastructure and key resources.  These video cameras must also adhere to these standards.
1.1.7. All recording or monitoring of activities by University video cameras shall be conducted in a professional, ethical, and legal manner consistent with University regulations and policies, state and federal laws, and shall not be based on the subjects’ personal characteristics, including age, color, disability, gender, national origin, race, religion, sexual orientation, or other protected characteristics.

1.1.8. The purchase and installation of any video camera system (hardware, software, or related equipment) whether it’s connected to the network or an isolated system is required to be reviewed and approved by the Department of Security.  This includes video cameras purchased with department funds, grants, or any other UCF funding source.
1.3. [bookmark: _Toc38611347][bookmark: _Toc38611424]Scope

1.2. 
1.3.1. All members of the University community (students, faculty, staff, and guests), those doing business with or at the University, and those on University controlled property must fully comply with these standards.

1.3.2. These standards do not apply to use of video cameras used for the following:

1.3.2.1. Video cameras used for journalistic purposes;

1.3.2.2. Video cameras used for broadcasting public events or performances;

1.3.2.3. Video cameras used for web or video conferencing, marketing and recruitment;

1.3.2.4. Video cameras on mobile devices such as smartphones, tablets, and laptops; or

1.3.2.5. UCF Police body cameras or video cameras located in UCF Police Department patrol vehicles.



[bookmark: _Toc38611425]Chapter 2: Responsibilities

2.1. [bookmark: _Toc38611426]Department of Security Responsibilities 
2.1.1. [bookmark: _Toc29912518][bookmark: _Toc38611350][bookmark: _Toc38611427]The Department of Security is responsible for: 
2.1.1.1. [bookmark: _Toc29912519][bookmark: _Toc38611351][bookmark: _Toc38611428]the realization, assimilation, and enforcement of these standards;
2.1.1.2. [bookmark: _Toc29912520][bookmark: _Toc38611352][bookmark: _Toc38611429]reviewing and approving or denying any requested exceptions to these standards;
2.1.1.3. [bookmark: _Toc29912521][bookmark: _Toc38611353][bookmark: _Toc38611430]proposing appropriate changes to these standards to the Associate Vice President and Chief of Police, as needed;
2.1.1.4. [bookmark: _Toc29912522][bookmark: _Toc38611354][bookmark: _Toc38611431]reviewing and approving or denying all proposals for video camera equipment;
2.1.1.5. [bookmark: _Toc29912523][bookmark: _Toc38611355][bookmark: _Toc38611432]advising departments on appropriate applications of camera technologies and for providing assistance to departments preparing for the purchase and installation of camera systems;
2.1.1.6. [bookmark: _Toc29912524][bookmark: _Toc38611356][bookmark: _Toc38611433]monitoring developments in federal and state laws, current trends in technology, and continuing to implement best practices;
2.1.1.7. [bookmark: _Toc29912525][bookmark: _Toc38611357][bookmark: _Toc38611434]reviewing and approving proposals and recommendations for video camera installations, as well as reviewing specific video camera types and locations to ensure the best view and image quality is captured;
2.1.1.8. [bookmark: _Toc29912526][bookmark: _Toc38611358][bookmark: _Toc38611435]maintaining and testing video camera hardware and software; and
2.1.1.9. [bookmark: _Toc29912527][bookmark: _Toc38611359][bookmark: _Toc38611436]reviewing any complaints regarding the operation of video cameras and determine whether these standards are being followed.
2.2. [bookmark: _Toc38611437]Operator Responsibilities 
2.2.1. [bookmark: _Toc29912529][bookmark: _Toc38611361][bookmark: _Toc38611438]Operators are responsible for:
2.2.1.1. [bookmark: _Toc29912530][bookmark: _Toc38611362][bookmark: _Toc38611439]performing his or her duties in accordance with these standards, and 
2.2.1.2. [bookmark: _Toc29912531][bookmark: _Toc38611363][bookmark: _Toc38611440]accessing live video or recorded images only to the extent permitted by these standards.
2.2.1.3. notifying the Department of Security if he or she believes a video camera is not functioning properly



[bookmark: _Toc38611441]Chapter 3: Violations and Sanctions

3.1. [bookmark: _Toc38611442]Sanctions
3.1.1. [bookmark: _Toc38611366][bookmark: _Toc38611443]Failure to comply with these standards could result in one or more of the following, but not limited to:
3.1.1.1. [bookmark: _Toc29912535][bookmark: _Toc38611367][bookmark: _Toc38611444]Loss of video camera access privileges;
3.1.1.2. [bookmark: _Toc29912536][bookmark: _Toc38611368][bookmark: _Toc38611445]Institutional sanctions up to and including termination of employment; and
3.1.1.3. [bookmark: _Toc29912537][bookmark: _Toc38611369][bookmark: _Toc38611446]Legal action.

3.1.2. [bookmark: _Toc29912538][bookmark: _Toc38611370][bookmark: _Toc38611447]Any person who tampers with, damages, or destroys video camera equipment will be subject to criminal proceedings and/or disciplinary action.
3.1.3. [bookmark: _Toc29912539][bookmark: _Toc38611371][bookmark: _Toc38611448]Unauthorized, unethical or illegal use or installation of a video camera in violation of these standards may subject an employee or student to disciplinary action and/or criminal proceedings.

3.2. Reporting

3.2.1. Concerns about possible violations of these standards related to inappropriate use of video cameras or the video management system should be directed to the Department of Security.



[bookmark: _Toc38611449]Chapter 4: Installation

4.1. Installation, Relocation, and Removal

4.1.1. Requests for installation, relocation, and/or removal of video cameras in/on University property must be coordinated with and approved by the Department of Security.

4.1.1.1. Installations of video cameras in/on new building construction and/or building renovations must be coordinated with Department of Security and Facilities Planning and Construction.

4.1.1.1.1. Renovations exceeding 50% of a building’s space requires the entire renovation meets current Department of Security recommendations for video camera installations.

4.1.1.1.1.1. Space percentage is determined by Facilities Planning and Construction

4.2. Processes

4.2.1. Requests for installations of new video camera(s)in/on existing buildings must be submitted to the Department of Security using the UCF Camera Installation Request form located at http://police.ucf.edu/securitycameras.

4.2.2. Requests for modifications of video camera(s), including, but not limited to, relocating, repositioning, upgrading, and/or removal must be submitted to the Department of Security using the UCF Camera Maintenance Request form located at http://police.ucf.edu/securitycameras.

4.2.3. The Department of Security will review and approve or deny the request based on the business justification provided in conjunction with a site security survey.

4.2.4. The Director of Security will review and has final approval for all proposals. Appeals will be submitted in writing to the Department of Security and will be reviewed by the Associate Vice President and Chief of Police for final decision.

4.2.5. The department or college requesting video cameras will be responsible for the initial cost of the video camera, storage hardware and related installation costs of hardware and supporting network as well as initial software licensing fees. The Department of Security will help to identify additional costs associated with the video camera project, upgrade, or installation.

4.3. Departments requesting grant funding to add and/or alter any new or existing video camera and/or systems must obtain prior approval from the Department of Security.

4.3.1. Any grant or technology fee proposal for additional video camera equipment or modification to existing camera equipment, regardless of its intended purpose, must be compliant with all associated standards including UCF Video Camera Standards.

4.4. All new installations of video cameras scheduled after the effective date of these standards must be in compliance with the terms and conditions of these standards.
		
4.5. The Department of Security  will oversee the physical installation of all pre-approved video camera hardware.

4.6. The installation of "dummy" or false video cameras that do not operate is prohibited.

4.7. The department or college in possession of video cameras that are no longer functional must remove all devices and related hardware at their own expense and in accordance with UCF IT Telecommunications and Facilities Planning and Construction standards.

4.8. Video camera equipment, devices, or systems installed without appropriate authorization after publication of these standards will be immediately disabled upon notice and if not reauthorized under these standards, will be removed at the expense of the department found to be responsible.





[bookmark: _Toc38611450]Chapter 5: Maintenance 

5.1 All camera repairs and replacements must be coordinated through and authorized by the Department of Security.

5.2	Any maintenance, servicing, or repair performed on a video camera must be done so by a UCF-approved vendor or contractor. At no time shall any UCF personnel perform physical maintenance on video cameras unless authorized to do so by the Department of Security.
5.2 




[bookmark: _Toc38611451]Chapter 6: Video Management System

4. 
5. 
6. 
6.1. Video camera systems are centrally managed by UCF Department of Security.

6.2. Milestone Xprotect Corporate is the only approved video management system used to access live video and recorded images. All new University video camera hardware must operate on the Milestone Xprotect Corporate Video Management System (VMS).

6.3. Milestone Xprotect Management Client is the software used to manage the administrative controls and overall configuration for the Milestone Xprotect Corporate VMS. 

6.3.1. The Department of Security will be the administrators of the Milestone Xprotect Management Client.

6.4. Milestone Xprotect Smart Client is the only UCF-approved video management software used to access live video and recorded images. Milestone Xprotect Smart Client access will be controlled by the Department of Security.

6.5. Video camera systems that were installed prior to the effective date of these standards shall be immediately configured to provide management and viewing access to the DS and transitioned into Milestone Xprotect Corporate within three (3) years of the date of adoption. Generally, the department will be responsible for any costs associated with transitioning legacy systems to be compliant with these standards.



[bookmark: _Toc38611452]Chapter 7: Video Management System Access

2. [bookmark: _Toc454543724][bookmark: _Toc454545655][bookmark: _Toc454807156][bookmark: _Toc454895683][bookmark: _Toc454897434][bookmark: _Toc454897821][bookmark: _Toc454897908][bookmark: _Toc454897990][bookmark: _Toc456108672][bookmark: _Toc456112715][bookmark: _Toc456121696][bookmark: _Toc456122723][bookmark: _Toc456184168][bookmark: _Toc456185266][bookmark: _Toc456187048][bookmark: _Toc456188038][bookmark: _Toc456696653][bookmark: _Toc458150496][bookmark: _Toc458155516][bookmark: _Toc462140429][bookmark: _Toc471369593][bookmark: _Toc473904044][bookmark: _Toc474070677][bookmark: _Toc474272895][bookmark: _Toc476580479][bookmark: _Toc477273784][bookmark: _Toc487657864][bookmark: _Toc29912544][bookmark: _Toc38611308][bookmark: _Toc38611376][bookmark: _Toc38611453]
3. [bookmark: _Toc454543725][bookmark: _Toc454545656][bookmark: _Toc454807157][bookmark: _Toc454895684][bookmark: _Toc454897435][bookmark: _Toc454897822][bookmark: _Toc454897909][bookmark: _Toc454897991][bookmark: _Toc456108673][bookmark: _Toc456112716][bookmark: _Toc456121697][bookmark: _Toc456122724][bookmark: _Toc456184169][bookmark: _Toc456185267][bookmark: _Toc456187049][bookmark: _Toc456188039][bookmark: _Toc456696654][bookmark: _Toc458150497][bookmark: _Toc458155517][bookmark: _Toc462140430][bookmark: _Toc471369594][bookmark: _Toc473904045][bookmark: _Toc474070678][bookmark: _Toc474272896][bookmark: _Toc476580480][bookmark: _Toc477273785][bookmark: _Toc487657865][bookmark: _Toc29912545][bookmark: _Toc38611309][bookmark: _Toc38611377][bookmark: _Toc38611454]
4. [bookmark: _Toc454543726][bookmark: _Toc454545657][bookmark: _Toc454807158][bookmark: _Toc454895685][bookmark: _Toc454897436][bookmark: _Toc454897823][bookmark: _Toc454897910][bookmark: _Toc454897992][bookmark: _Toc456108674][bookmark: _Toc456112717][bookmark: _Toc456121698][bookmark: _Toc456122725][bookmark: _Toc456184170][bookmark: _Toc456185268][bookmark: _Toc456187050][bookmark: _Toc456188040][bookmark: _Toc456696655][bookmark: _Toc458150498][bookmark: _Toc458155518][bookmark: _Toc462140431][bookmark: _Toc471369595][bookmark: _Toc473904046][bookmark: _Toc474070679][bookmark: _Toc474272897][bookmark: _Toc476580481][bookmark: _Toc477273786][bookmark: _Toc487657866][bookmark: _Toc29912546][bookmark: _Toc38611310][bookmark: _Toc38611378][bookmark: _Toc38611455]
5. [bookmark: _Toc454543727][bookmark: _Toc454545658][bookmark: _Toc454807159][bookmark: _Toc454895686][bookmark: _Toc454897437][bookmark: _Toc454897824][bookmark: _Toc454897911][bookmark: _Toc454897993][bookmark: _Toc456108675][bookmark: _Toc456112718][bookmark: _Toc456121699][bookmark: _Toc456122726][bookmark: _Toc456184171][bookmark: _Toc456185269][bookmark: _Toc456187051][bookmark: _Toc456188041][bookmark: _Toc456696656][bookmark: _Toc458150499][bookmark: _Toc458155519][bookmark: _Toc462140432][bookmark: _Toc471369596][bookmark: _Toc473904047][bookmark: _Toc474070680][bookmark: _Toc474272898][bookmark: _Toc476580482][bookmark: _Toc477273787][bookmark: _Toc487657867][bookmark: _Toc29912547][bookmark: _Toc38611311][bookmark: _Toc38611379][bookmark: _Toc38611456]
6. [bookmark: _Toc454543728][bookmark: _Toc454545659][bookmark: _Toc454807160][bookmark: _Toc454895687][bookmark: _Toc454897438][bookmark: _Toc454897825][bookmark: _Toc454897912][bookmark: _Toc454897994][bookmark: _Toc456108676][bookmark: _Toc456112719][bookmark: _Toc456121700][bookmark: _Toc456122727][bookmark: _Toc456184172][bookmark: _Toc456185270][bookmark: _Toc456187052][bookmark: _Toc456188042][bookmark: _Toc456696657][bookmark: _Toc458150500][bookmark: _Toc458155520][bookmark: _Toc462140433][bookmark: _Toc471369597][bookmark: _Toc473904048][bookmark: _Toc474070681][bookmark: _Toc474272899][bookmark: _Toc476580483][bookmark: _Toc477273788][bookmark: _Toc487657868][bookmark: _Toc29912548][bookmark: _Toc38611312][bookmark: _Toc38611380][bookmark: _Toc38611457]
7. [bookmark: _Toc454543729][bookmark: _Toc454545660][bookmark: _Toc454807161][bookmark: _Toc454895688][bookmark: _Toc454897439][bookmark: _Toc454897826][bookmark: _Toc454897913][bookmark: _Toc454897995][bookmark: _Toc456108677][bookmark: _Toc456112720][bookmark: _Toc456121701][bookmark: _Toc456122728][bookmark: _Toc456184173][bookmark: _Toc456185271][bookmark: _Toc456187053][bookmark: _Toc456188043][bookmark: _Toc456696658][bookmark: _Toc458150501][bookmark: _Toc458155521][bookmark: _Toc462140434][bookmark: _Toc471369598][bookmark: _Toc473904049][bookmark: _Toc474070682][bookmark: _Toc474272900][bookmark: _Toc476580484][bookmark: _Toc477273789][bookmark: _Toc487657869][bookmark: _Toc29912549][bookmark: _Toc38611313][bookmark: _Toc38611381][bookmark: _Toc38611458]
7.1. [bookmark: _Toc38611459]University Video Camera Access

7.1.1. Accessing a physical video camera using the video camera’s internet protocol (IP) address or by any other means (other than by using the approved video management system) is only permitted to those authorized by the Department of Security.

7.1.2. The alteration of any hardware, software, or network feature of a University camera is only permitted to those authorized by the Department of Security. Departments interested in altering video camera features are encouraged to consult with the Department of Security to determine appropriateness.

7.1.3. The alteration of the physical network infrastructure connected to any University camera is only permitted by UCF IT Telecommunications personnel in partnership with the Department of Security.

7.2. [bookmark: _Toc38611460]Milestone Xprotect Management Client

7. 
7.1. 
7.2. 
7.2.1. The Milestone Xprotect Management Client is the software used to manage the administrative controls and overall configuration for the Milestone Xprotect Corporate video management system.

7.2.2. Access to the Milestone Xprotect Management Client is only permitted to Department of Security personnel.

7.2.3. Approved personnel within UCF IT may have access to the physical and virtual servers hosting the Milestone Xprotect Management Client(s). However, accessing the Milestone Xprotect Management Client by UCF IT or any personnel outside of Department of Security without the Director of Security’s approval is strictly prohibited.

7.3. [bookmark: _Toc38611461]Milestone Xprotect Smart Client


7.3.1. The Milestone Xprotect Smart Client is the software used by Operators to view live video and recorded images from video cameras.

7.3.2. Anyone requesting access to Milestone Xprotect Smart Client must obtain authorization from the Department of Security. Requests must be made using the Milestone Access Request form located at http://police.ucf.edu/security.

7.3.3. Only personnel approved and trained in the use of the video management system are permitted to operate the Milestone Xprotect Smart Client. Failure to comply may result in punitive actions by UCF.

7.3.4. Operators of the Milestone Xprotect Smart Client are prohibited from:

7.3.4.1. Sharing their password and/or login credentials to anyone at any time. Operators will report to the Department of Security as soon as possible and reset their NID password if they believe their password has been compromised or used without their permission.

7.3.4.2. Viewing the interior of residential rooms, offices, or locations with a reasonable expectation of privacy, through windows, doors, or other means. Video cameras shall not be directed at the windows of any privately-owned residence.

7.3.4.3. Duplicating images or permitting access to others except as specifically permitted by these standards.

7.3.4.4. Viewing, recording, accessing, or otherwise using the video management system in any manner that is inconsistent with these standards and/or outside the scope of the usage approved by the DS.

7.3.5. The information below identifies the different Milestone Xprotect Smart Client access levels for Administrators and End Users: 
	Security Level
	Export (download footage)
	Playback/Recorded Images
	Live Camera Feeds
	Management Client/System Administration
	ALL UCF Cameras
	Pre-Determined Access

	1
	X
	X
	X
	X
	X
	Security

	2
	X
	X
	X
	
	X
	PD Detectives

	3
	
	X
	X
	
	X
	PD Dispatch | Emergency Management 

	4
	
	
	X
	
	
	Parking Services

	5
	
	X
	X
	
	
	Department Level Playback

	6
	
	
	X
	
	
	Department Level Live




7.3.6. Security Level 1 or administrative access is permitted only to the Department of Security (DS) personnel. Access is assigned by the Director of Security.

7.3.7. Requests for public records release, related to recorded images and video, must be immediately directed to the Department of Security. End users must not release recorded images or video in response to a public records request.

7.3.8. The copying, duplicating, or exporting of live video or recorded images shall be limited to the University Criminal Investigations Division and Department of Security personnel. Authorized users are approved by the Associate Vice President and Chief of Police or the Director of Security.

7.3.8.1.  Requests to export or download camera footage must be submitted to the Department of Security using the Camera Footage Request form located at http://police.ucf.edu/security.

7.3.9. Security Level 3 or access to all University live video & recorded images shall be limited to University Police Department dispatch and investigators, Department of Emergency Management personnel, and Department of Security personnel. Authorized users are approved by the Associate Vice President and Chief of Police and the Director of Security.

7.3.10. UCF employees may request access to view live video, located within their respective departments, by submitting the Milestone Access Request form located at http://police.ucf.edu/security.

7.3.10.1.  Access requests will be reviewed and accepted or rejected by the Director of Security based on the business justification provided.

7.3.11. For access permissions to License Plate Recognition devices, see section 10.4.




[bookmark: _Toc38611462]Chapter 8: Training 

8.1. Those who have been approved to use the Milestone Xprotect Smart Client will be trained in the requirements of these standards and the technical and ethical parameters of appropriate video camera use. Training will be led by Department of Security personnel.

8.2. Training for the Operators will be scheduled and conducted once the Milestone Access Request form is submitted to and approved by the Department of Security. The form is located at http://police.ucf.edu/security.

8.3. Each Milestone Xprotect Smart Client Operator must complete the Milestone Xprotect Smart Client End-User Training, provided by Department of Security.

8.4. Access will not be granted to the Operator until he or she has completed the required training courses stipulated in section 8.3.

8.5. Operators of the video management system will receive a copy of these standards and provide written acknowledgement they have read and understand its contents and will perform their duties in accordance with these standards. Operators are responsible for being aware of all changes or revisions to the UCF Video Camera Standards. All changes or revisions will be posted to http://police.ucf.edu/security.




[bookmark: _Toc38611463]Chapter 9: Operation
8. [bookmark: _Toc454543734][bookmark: _Toc454545665][bookmark: _Toc454807166][bookmark: _Toc454895693][bookmark: _Toc454897444][bookmark: _Toc454897831][bookmark: _Toc454897918][bookmark: _Toc454898000][bookmark: _Toc456108682][bookmark: _Toc456112725][bookmark: _Toc456121706][bookmark: _Toc456122733][bookmark: _Toc456184178][bookmark: _Toc456185276][bookmark: _Toc456187058][bookmark: _Toc456188048][bookmark: _Toc456696664][bookmark: _Toc458150507][bookmark: _Toc458155527][bookmark: _Toc462140440][bookmark: _Toc471369604][bookmark: _Toc473904055][bookmark: _Toc474070688][bookmark: _Toc474272906][bookmark: _Toc476580490][bookmark: _Toc477273795][bookmark: _Toc487657875][bookmark: _Toc29912555][bookmark: _Toc38611319][bookmark: _Toc38611387][bookmark: _Toc38611464]
9. [bookmark: _Toc454543735][bookmark: _Toc454545666][bookmark: _Toc454807167][bookmark: _Toc454895694][bookmark: _Toc454897445][bookmark: _Toc454897832][bookmark: _Toc454897919][bookmark: _Toc454898001][bookmark: _Toc456108683][bookmark: _Toc456112726][bookmark: _Toc456121707][bookmark: _Toc456122734][bookmark: _Toc456184179][bookmark: _Toc456185277][bookmark: _Toc456187059][bookmark: _Toc456188049][bookmark: _Toc456696665][bookmark: _Toc458150508][bookmark: _Toc458155528][bookmark: _Toc462140441][bookmark: _Toc471369605][bookmark: _Toc473904056][bookmark: _Toc474070689][bookmark: _Toc474272907][bookmark: _Toc476580491][bookmark: _Toc477273796][bookmark: _Toc487657876][bookmark: _Toc29912556][bookmark: _Toc38611320][bookmark: _Toc38611388][bookmark: _Toc38611465]

9.1. [bookmark: _Toc38611466]Audio

9.1. 
9.1.1. Audio recordings shall be prohibited unless specifically requested by a department and authorized by the DS.

9.1.2. Multipurpose video cameras, as referenced in Chapter 10, may record audio once authorized by the Department of Security.
 
9.1.3. Signage must be posted in UCF spaces where there is audio recording of faculty, staff, students, and/or guests.

9.1.3.1. Signage will state at a minimum:

THIS AREA MAY BE SUBJECT TO AUDIO RECORDING AND VIDEO SURVEILLANCE UNDER THE DIRECTION OF THE UNIVERSITY OF CENTRAL FLORIDA

9.2. [bookmark: _Toc38611467]Covert Video

9.2. 
9.2.1. The use of covert video may only be used in special and unique circumstances and must be approved by the Associate Vice President and Chief of Police and Director of Security.

9.3. [bookmark: _Toc38611468]Protection & Retention of Recorded Images & Audio

9.3. 
9.3.1. Alteration

9.3.1.1. No attempt shall be made to alter any part of recorded images.

9.3.1.2. The use of personal recording devices and third-party software (including but not limited to: cell phones, camcorders, Skype and tablets) to record live video and/or recorded images from our video management system is strictly prohibited.

9.3.2. Recorded Images & Audio Storage

9.3.2.1. Recorded images and audio shall not be stored by individual departments unless authorized by the Department of Security.

9.3.2.2. Recorded images and audio shall be stored in a secure location with access limited to only authorized personnel, designated by the Department of Security in conjunction with UCF IT.

9.3.2.3. Recorded images will be stored for a minimum period of 30 days and thereafter may be erased, if not otherwise required for any related investigation, claim, or other University requirement authorized by the Department of Security.

9.3.2.4. A request must be submitted to the Department of Security for video cameras to retain recordings for periods longer than 30 days. 

9.4. [bookmark: _Toc38611469]Release of Recorded Images 

9.4. 
9.4.1. Recorded images are exempt from public release per Florida statutes 1004.0962 and 119.071(3)(a). Waivers of the exemptions may only be executed by the Associate Vice President and Chief of Police or Director of Security.

9.4.2. Unauthorized release of recorded images is strictly prohibited and could result in disciplinary action as referenced in section 3.1.

9.4.3. UCF personnel and departmental requests for recorded images must be submitted to the DS who will coordinate with UCF Police Department. No department personnel, including the dean, director, or designated executive authority, can authorize the release of recorded images.

9.4.4. Recorded images under active law enforcement investigation, audit or compliance investigations, or other UCF investigations will not be released to any party without approval from the investigating authority.

9.5. [bookmark: _Toc38611470]Audit 

9.5. 
9.5.1. For the purposes of investigating misuse or disuse of the video management system, electronic audit logs may be reviewed by the Department of Security of all instances of access to or use of video cameras and video management system. The log shall include the date and identification of the person(s)to whom access was granted.

9.6. [bookmark: _Toc38611471]Expectation of Privacy 

9.6. 
9.6.1. Operators of the Milestone Xprotect Smart Client are prohibited from viewing the interior of residential rooms, offices, or locations with a reasonable expectation of privacy, through windows, doors, or other means.

9.6.2. Where video cameras are permitted in private areas, they will, to the maximum extent possible, be used narrowly to protect persons, money, property, documents, supplies, equipment, or pharmaceuticals from theft, destruction, or tampering.


9.6.3. Departments and colleges shall use the video management system for reasons directly related to campus safety and security, including investigating crimes and policy violations or monitoring unstaffed spaces. Using the video management system in the following ways is prohibited: to serve personal interests or satisfy personal curiosity by monitoring employee and student movements, associations, and activities; to interfere with an individual’s reasonable expectation of privacy; or for purposes related to the evaluation of employee job performance, including as a means to track employee attendance. Requests to use the video management system in ways other than monitoring and/or investigating issues directly related to safety and security must be approved by the Associate Vice President and Chief of Police or designee.

[bookmark: _Toc38611472]

Chapter 10: Multipurpose Video Cameras 
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10.1. [bookmark: _Toc38611474]Student Conduct Video Cameras

10.1. 
10.1.1. The Office of Students Rights & Responsibilities (OSRR) may utilize video cameras, within the guidelines of these standards, for the purposes of administering student conduct sessions.

10.1.2. OSRR may utilize audio capabilities as stipulated above in section 9.1.

10.2. [bookmark: _Toc38611475]Testing Center Video Cameras

10.2. 
10.2.1. Any UCF testing center may utilize video cameras, within the guidelines of these standards, for the purposes of proctoring tests.

10.2.2. University testing centers may utilize audio capabilities as stipulated above in section 9.1.

10.3. [bookmark: _Toc38611476]Law Enforcement Video Cameras

10.3. 
10.3.1. The UCF Police Department may utilize video cameras, within the guidelines of these standards, for the purposes of conducting subject interviews.

10.3.2. The UCF Police Department may utilize audio capabilities as stipulated above in section 9.1 in interview rooms and the public lobby.

10.3.3. The UCF Police Department interview rooms used to conduct subject interviews will be handled as law enforcement sensitive data by law enforcement officials.

10.4. [bookmark: _Toc38611477]License Plate Recognition (LPR) Cameras

10.4. 
10.4.1. License Plate Recognition hardware and software will be managed by the Department of Security in collaboration with the UCF Police Department and Parking Services.

10.4.2. Access to LPR software is restricted to the Department of Security, UCF Police Department and Parking Services personnel.




[bookmark: _Toc38611478]Appendix I: Acronyms, References & Definitions

1.1. [bookmark: _Toc38611479]Acronyms 

1.1.1 DS – Department of Security

1.1.2 IP – Internet Protocol

1.1.3 LPR – License Plate Recognition

1.1.4 OSRR- Office of Student Rights and Responsibilities

1.1.5 UCF – University of Central Florida

1.1.6 VMS – Video Management System

1.2. [bookmark: _Toc38611480]Definitions

1.2.1 Administrators – The Department of Security is the only authorized administrator of the Milestone Xprotect Corporate Video Management System.

1.2.2 Live Video - A video feed showing a current, real-time live video image or images.

1.2.3 Milestone Xprotect Corporate – The video management system utilized for the monitoring and recording of University video cameras.

1.2.4 Milestone Xprotect Management Client – The software application used for the administrative controls and overall configuration of the Milestone Xprotect Corporate video management system.

1.2.5 Milestone Xprotect Smart Client – The UCF-approved software application used for viewing live and recorded video.

1.2.6 Multipurpose Video Cameras - A video camera serving additional purposes beyond general surveillance and security. This includes, but is not limited to: testing, conduct, law enforcement and license plate recognition (LPR) cameras.

1.2.7 Operator – UCF personnel who are permitted access to the Milestone Xprotect Smart Client.

1.2.8 Recorded Image(s) - Audio and/or video images captured by a video camera and stored for viewing at a later date.

1.2.9 University Video Camera(s) - Any item, system, video camera, technology device, communications device, or process, used alone or in conjunction with a network, for the purpose of gathering, monitoring, recording or storing an image(s)of University facilities and/or people in University facilities. Images captured by University video cameras may be real-time or preserved for review at a later date. Such devices may include, but are not limited to the following: close circuit television, real-time surveillance systems, and computerized visual monitoring.


1.3. [bookmark: _Toc38611481]References
1.3 

1.3.1 Florida Statute 1004.0962 http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=1000-1099/1004/Sections/1004.0962.html 

1.3.2 Florida Statute 119.011 http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0100-0199/0119/Sections/0119.011.html

1.3.3 Florida Statute 119.017 http://www.leg.state.fl.us/Statutes/index.cfm?App_mode=Display_Statute&URL=0100-0199/0119/Sections/0119.071.html

1.3.4 Florida Statute 281.301 
http://www.flsenate.gov/Laws/Statutes/2012/281.301

8.6. 
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